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PHISHING EMAIL
TEST AWARENESS

Nathapat Kantahirun, Asst.Prof.Dr.Maleerat Maliyaem, Dr.Kanchana Viriyapant

*‘Bangchak Corporation Public Company Limited
2098 M Tower Building, 8th Floor, Sukhumvit Road, Phra Khanong Tai, Phra Khanong, Bangkok 10260 Thailand

Cybersecurity 1s a critical strategy that organizations employ to protect their digital assets from cyber attacks and hacking
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both information and systems. A key component of this 1s cyber awareness testing, including social engineering assessments,
External Email - Think Before You Click (IT-Service Tel. 0-2335-4336)
which help organizations identify vulnerabilities and improve their security protocols. In today's digital age, cybersecurity 1s To nathapat,
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vital for every organization, regardless of size or industry, as the risk of cyber threats continues to grow. Therefore, investing in fyou don't think this was you, please report this 5o we can keep your account safe.
robust cybersecurity measures and training skilled personnel is essential to safeguarding valuable assets and ensuring the Yes, it's me

. . Thank you for your time.
long-term success of any organization _
Sincerely,
IT Department
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Introduction
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In today’s digital environment, organizations face a growing number of cyber threats, with social engineering attacks like O Unusal ignin Actty
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phishing among the most prevalent and damaging. Phishing is a type of fraudulent activity that uses social engineering
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techniques, often delivered through emails or misleading websites, to manipulate individuals into revealing sensitive To i,
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information. Attackers commonly target details such as passwords, credit card information, or other confidential data, exploiting g g
Sign-in details
the trust of unsuspecting users to breach security defenses. gt
Date: Mon, 10 Sep 2024 10:15:55 UTC
Platform: Windows 10
Browser: Firefox
A user from Russia/Moscow just logged into your account from a new device. If this wasn’t you, please report the user. If this was you, we’ll trust similar activity in the future.

Reset Password

To opt out or change where you receive security notifications, Click

Methodology

Thank you for your time.

Sincerely,

IT Department
]

Find and Present Phishing Examples:

Find and Present Phishing Examples The first thing to do when creating a phishing email is to study the sources of

phishing patterns that will be used to trick employees.

Employee List Information:

Gather the employee list by requesting the list from the CBS administrator (Cybersecurity Team) and adjust format o _ _
This image below shows the 2024 Energy Industry Cybersecurity Test results, with a test score of 1.69%, based on

to meet the requirements and convert the file to CSV. test results from KnowBe4

Gophish platform KnowBe4 is the world's largest data processing platform for attack intent training combined with attack simulation,
attack intelligence, and attack simulating. With over 65,000 customers, KnowBe4 addresses the persistent problem
Import User: Upload user file .csv on Gophish to prepare users into groups if needed. This can help target specific of social engineering.

teams or departments and allow for more customized campaigns

Create Email: Create a phishing email to test

Create Landing Page: When user click link url to continue next process

Launch Campaign: Start a phishing campaign by selecting a target group within the company to be targeted.
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Edit Template

How do edit template
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We detected something unusual about a recent sign-in to the Microsoft account
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. A user from Russia/Moscow just logged into your account from a new device. If this wasn’t you, please report the user. If this was you, we’ll trust similar activity in the future.

chead Reset Password

Figure 2: Benchmarking by KnowBe4 (Result)

To opt out or change where you receive security notifications, Click

Thank you for your time.

Sincerely,

IT Department

5 Conclusion

Implementing phishing tests enhances cybersecurity awareness among employees, helping them recognize and exercise caution
with suspicious emails or messages. This initiative fosters a security-conscious culture, ensuring that every employee understands
their role in protecting the organization’s data and mitigating potential risks. Additionally, the results from these tests provide

valuable insights into the effectiveness of existing training programs, enabling organizations to identify weaknesses and make

necessary improvements. As a result, a well-prepared workforce not only strengthens the organization’s security posture but also
boosts its credibility with clients and business partners, demonstrating a proactive approach to safeguarding sensitive information
and resources.

Subject Line: Change the email’s subject to suit the new campaign’s tone or purpose.

Email Body: In the email editor, you can modify the text, add new elements, or use dynamic fields (e.g., {{First Name}}) to
personalize the email.

HTML Code: If you need advanced customization, you can switch to the HTML editor to adjust the email’s code directly.
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